Request for Quotation (RFQ)
BRAC Bank Limited

BRAC Bank Limited has planned to upgrade their existing Enterprise Network Systems for new generation banking and better customer experience. The Bank invites sealed Financial and Technical proposals separately/all required quotation through email to its specific email address for the Hardware supplies mentioned in the RFP from reputed IT Companies having experiences in Telco & Banking and are OEM authorized partners. 

Next Generation Firewall System of CORE and INTERNET for BRAC Bank Data Center

The last date of submission is November 20, 2018
For details please visit: http: www.bracbank.com > Media & Information > etender

The specification for CORE and INTERNET NGFW are as follows


Specification & Features of CORE NGFW

	SL
	Specification
	Description
	Bidder’s 
Response

	1
	Architecture 
	Proposed hardware should have multicore CPU and fixed/modular based architecture for future scalability with hardened 64 bit operating system/firmware that will be reside on flash/SSD
	

	2
	Platform
	Proposed firewall should have comprehensive NGFW platform with in-built features stateful Inspection, NGIPS, AMP, AVC, Anti-APT, Anti-Spyware, DDoS Prevention, SSL inspection and all activity logging feature
	

	3
	High availability
	Proposed firewall should have high availability and perform to active/active or active/passive cluster, load balancing as well as multi-tenant feature 
	

	4
	True throughput capability
	Proposed firewall should have minimum 20 Gbps true throughput capacity after enabling all feature stateful Inspection, NGIPS, AMP, AVC, Anti-APT, Anti-Spyware, DDoS Prevention, SSL inspection and all activity logging options
	

	5
	DDoS Protection
	Proposed firewall should have minimum 5 Gbps of true DDoS attack mitigation throughput
	

	6
	Sandboxing 
and AVC
	Proposed firewall should have in built or cloud base sandboxing and
minimum 3K application visibility and control 
	

	7
	Concurrent 
SSL inspection sessions
	Proposed firewall should have minimum 400K SSL inspection session per second 
	

	8
	Concurrent 
sessions with AVC
	Proposed firewall should have minimum 20M concurrent sessions per second with enabling AVC 
	

	9
	New connections with AVC
	Proposed firewall should have 300K minimum new concurrent sessions per second with enabling AVC
	

	10
	License standard
	Proposed firewall should have an unrestricted user and user-based policy configuration license
	

	11
	Network module
GLC-TE
	4 port 1000BASE-T SFP transceiver module for Cat 6 copper wire
	

	12
	Network module
16X10G
	16 port 10 Gigabit Ethernet SFP+ with transceiver and relevant inter connectivity media
	

	13
	Network module
2X40G
	2 port 40 Gigabit Ethernet QSFP+ with transceiver and relevant inter connectivity media
	

	14
	10G-AOC10M
	4x 10GBASE Active Optical Cable, 10m OM3/OM4 standard
	

	15
	40G-AOC15M
	4x 40GBASE Active Optical Cable, 15m OM3/OM4 standard 
	

	16
	Storage
	Proposed firewall should have minimum 1.5TB storage capacity with at least RAID-1 feature for log storage  
	

	17
	Power, Cooling         &
Form factor
	Proposed firewall should have UK standard AC redundant power supply & FAN, 19” Standard rack mountable 
	

	18
	Centralized management
and reporting
	Proposed firewall should have completely managed feature via CLI and local GUI, centralized configuration, administration, on-device management & access console, policy-based administration logging, monitoring, real-time traffic statistics, system health status and reporting dash board that will be performed by the management center
	

	19
	Technical features
	1. Proposed firewall should have capable of multifactor authentication
2. Proposed firewall should have introduce maximum 3 microsecond latency
3. Proposed firewall should have integrated, file extension type scanning, encrypted VPN inspection,  Anti-Bot, IP, URL, and DNS threat intelligence
4. Proposed firewall should support tunneling protocols (SSL VPN, IPsec VPN, Encryption protocol AES, 3DES, DDNS, SSL client OS support, honeypot)
5. Proposed firewall should have link aggregation, dynamic routing protocols like RIP V2, OSPF, BGP etc., policy-based routing, IPV6routing, MPLS VPN support, MPLS VPN type features
6. Proposed firewall should support static/dynamic/policy based NAT & PAT, Dynamic NAC
7. Proposed firewall should support inbound / outbound application policy features
8. Proposed firewall should support inbound / outbound identity policy operations
9. Proposed firewall should support automatic & manual synchronization
10. Proposed firewall should capability to impose IP, user based firewall policy rules
11. Proposed firewall should support to block any HTTP & HTTPS upload traffic
12. Proposed solution can be re-deployed/upgraded and have replacement capability based on bank’s future requirement.
13. Proposed firewall should support blocking of file transfer protocol (FTP) /file sharing and known chat application
14. Proposed firewall should be capable of identifying hidden applications running over standard ports
15. Proposed firewall should LDAP & AD integration feature
16. Proposed firewall should support Windows, MAC OS for SSLVPN
17. Proposed firewall should support OWAS Top 10 vulnerabilities prevention 
18. Proposed firewall should support database filtering and SQL injection protection such as Oracle, MySQL, MS-SQL, DB2 and Oracle SQL-Net
19. The Proposed Firewall Must be a Gartner Magic Quadrant Leader in Latest (2018) MQ for enterprise firewalls. It should be ICSA OR EAL 4 OR NSS Labs NGFW Security recommended.
	

	20
	Additional desirable features
	1. Proposed firewall should support IP,/VPN tunnel based bandwidth management & QoS feature
2. Proposed firewall should support anomalous flood attacks such as TCP SYN/FIN/ACK/RESET/Fragmentation flood, ICMP floods, UDP floods, IGMP floods, HTTP floods and DNS query floods
3. Proposed firewall should support Cookie Protection Measures
4. Proposed firewall should support session attacks mitigation
5. Proposed firewall should support Encoding /Parameter Protection
6. Proposed firewall should support banner-grabbing protection
7. Proposed firewall should support Hidden field manipulation Protection
8. Proposed firewall should support stealth commanding Protection
9. Proposed firewall should support buffer overrun Protection
10. Proposed firewall should support URL Hardening engine
11. Proposed firewall should support data tempering protection
12. Proposed firewall should support directory traversal prevention
13. Proposed firewall should support nonstandard and malformed  packet attacks
	

	21
	Migration Plan 
	Bidder must mentioned migration plan & minimum required downtime.
Industry standard migration tools and existing rules/configuration analysis is highly recommended    
	








Specification & Features of INTERNET NGFW


	SL
	Specification
	Description
	Bidder’s 
Response

	1
	Architecture 
	Proposed hardware should have multicore CPU and fixed/modular based architecture for future scalability with hardened 64 bit operating system/firmware that will be reside on flash/SSD
	

	2
	Platform
	Proposed firewall should have comprehensive NGFW platform with in-built features stateful Inspection, NGIPS, AMP, AVC, Anti-APT, Antivirus, Anti-Spyware, DDoS Prevention, URL filtering, SSL inspection and all activity logging feature
	

	3
	High availability
	Proposed firewall should have high availability and perform to active/active or active/passive cluster,  load balancing as well as multi-tenant feature 
	

	4
	True throughput capability
	Proposed firewall should have minimum 10 Gbps true throughput capacity after enabling all feature stateful Inspection, NGIPS, AMP, AVC, Anti-APT, Antivirus, Anti-Spyware, DDoS Prevention, URL filtering, SSL inspection and all activity logging option
	

	5
	DDoS Protection
	Proposed firewall should have minimum 2 Gbps of true DDoS attack mitigation throughput
	

	6
	Sandboxing 
and AVC
	Proposed firewall should have in built or cloud base sandboxing and
minimum 3K application visibility and control 
	

	7
	Concurrent 
SSL inspection sessions
	Proposed firewall should have minimum 300K SSL inspection session per second
	

	8
	Concurrent 
sessions with AVC
	Proposed firewall should have 15M minimum concurrent sessions per second with enabling AVC 
	

	9
	New connections with AVC
	Proposed firewall should have 200K minimum new concurrent sessions per second with enabling AVC
	

	10
	License standard
	Proposed firewall should have an unrestricted user and user-based policy configuration license
	

	11
	Network module
GLC-TE
	4 port 1000BASE-T SFP transceiver module for Cat 6 copper wire
	

	12
	Network module
16X10G
	16 port 10 Gigabit Ethernet SFP+ with transceiver and relevant inter connectivity media
	

	13
	Network module
2X40G
	2 port 40 Gigabit Ethernet QSFP+ with transceiver and relevant inter connectivity media
	

	14
	10G-AOC10M
	4x 10GBASE Active Optical Cable, 10m OM3/OM4 standard
	

	15
	40G-AOC15M
	4x 40GBASE Active Optical Cable, 15m OM3/OM4 standard 
	

	16
	Storage
	Proposed firewall should have minimum 1TB storage capacity with at least RAID-1 feature for log storage  
	

	17
	Power, Cooling & 
Form factor
	Proposed firewall should have UK standard AC redundant power supply & FAN, 19” Standard rack mountable
	

	18
	Centralized management
and reporting
	Proposed firewall should have completely managed feature via CLI and local GUI, centralized configuration, administration, on-device management & access console, policy-based administration logging, monitoring, real-time traffic statistics, system health status and reporting that will be performed by the management center
	

	19
	Technical features
	1. Proposed firewall should have capable of multifactor authentication
2. Proposed firewall should have introduce maximum 3 microsecond latency
3. Proposed firewall should have integrated, file extension type scanning, encrypted VPN inspection, Anti-Bot, IP, URL, and DNS threat intelligence
4. Proposed firewall should support tunneling protocols (SSL VPN, IPsec VPN, Encryption protocol AES, 3DES, DDNS, SSL client OS support, honeypot)
5. Proposed firewall should have link aggregation, dynamic routing protocols like RIP V2, OSPF, BGP etc., policy-based routing, IPV6routing, MPLS VPN support, MPLS VPN type features
6. Proposed firewall should have static/dynamic/policy based NAT & PAT, Dynamic NAC
7. Proposed firewall should have inbound / outbound application policy features
8. Proposed firewall should have inbound / outbound identity policy operations
9. Proposed firewall should support automatic & manual synchronization
10. Proposed firewall should have capability to impose IP, user based firewall policy rules
11. Proposed firewall have support to block any HTTP & HTTPS upload traffic
12. Proposed firewall can be re-deployed / upgraded and have replacement capability based on bank’s future requirement.
13. Proposed firewall should support blocking of file transfer protocol (FTP) / file sharing and known chat application
14. Proposed firewall should be capable of identifying hidden applications running over standard ports
15. Proposed firewall should LDAP & AD integration feature
16. Proposed firewall should support Windows, MAC OS for SSLVPN 
17. Proposed firewall should support OWAS Top 10 vulnerabilities
18. Proposed firewall should support database filtering and dB injection protection such as Oracle, MySQL, MS-SQL, DB2 and Oracle SQL-Net
19. The Proposed firewall must be a Gartner Magic Quadrant Leader in Latest (2018) MQ for Enterprise Firewalls. It should be ICSA OR EAL 4 OR NSS Labs NGFW Security Recommended.
	

	20
	Additional
desirable features
	1. Proposed firewall should support IP/VPN tunnel based bandwidth management & QoS feature
2. Proposed firewall should support anomalous flood attacks such as TCP SYN/FIN/ACK/RESET/Fragmentation flood, ICMP floods, UDP floods, IGMP floods, HTTP floods and DNS query floods
3. Proposed firewall should support Cookie Protection Measures
4. Proposed firewall should support Session Attacks Mitigation
5. Proposed firewall should support Encoding /Parameter Protection
6. Proposed firewall should support Banner-grabbing Protection
7. Proposed firewall should support Hidden field manipulation Protection
8. Proposed firewall should support Stealth commanding Protection
9. Proposed firewall should support Buffer overrun Protection
10. Proposed firewall should support URL Hardening engine
11. Proposed firewall should support data tempering protection
12. Proposed firewall should support Directory traversal prevention
13. Proposed firewall should support nonstandard/malformed packet attacks
	

	21
	Migration Plan 
	Bidder must mentioned migration plan & minimum required downtime.
Industry standard migration tools and existing rules/configuration analysis is highly recommended    
	



Scope of technical requirements
1. Bidder must consider above hardware/software for BRAC Bank existing network infrastructure
2. All hardware/software integration with the current architecture is awarded OEM responsibility
3. Bidder must involve relevant concern from manufacturer from the discussion session throughout implementation as well as any required post activities
4. Bidder must contact with designated technical person of BRAC Bank for any technical queries
5. All hardware/software should be provided with 3 Years of premium support plus 
6. Bidder must ensure the Support Services, Maintenance and SLA along with bellow requirement
a. Local certified resource with experience
b. 24*7 onsite + Remote Login + Phone/Email Support
7. Bidder must have previous experience in products mentioned in above and comply the following:
a. Must involve experienced resources (local/foreign whichever applicable judged by the bidder)
b. Resource who will deploy the solution, must have relevant certification from awarded OEM and hands on experience to work with financial organization  
c. Minimum 3 years’ experience in product line 
8. Bidder must submit a skill and experience matrix as the evidence of above mentioned product deployment
9. Bidder must have customer experience and must meet bellow requirement:
a. Banking/Financial Industries similar to BRAC BANK
b. Large-Multinational Corporate organization
10. Bidder must submit the UAT test cases based on BRAC Bank requirement 
11. In Case of any product Claim bidder must ensure the process need to be completed within 15 working days
12. Hardware/Solution should be capable to integrate with other SIEM (Log Management Solution), Anti-APT, NBA, DLP, WAF, Load lancer (F5), Blue coat Web gateway, PAM or any other solutions from different OEM.
13. Bidder must submit the compatibility matrix of proposed hardware/software with existing OEM and also other OEM hardware/software.
14. When awarded Bidder has to submit full solution write-up HLD and LLD and project implementation chart. This should include the Integration process in the existing Infrastructure 
15. Bidder must modify the Device requirements if it is required by BRAC Bank.
16. Bidder should provide training to identify bank personnel on product architecture, functionality and solution design for implementation. And also training on policies configuration, alert monitoring etc. post implementation 
17. The bidder should specify licensing model details, High Availability support details, throughput details, management device specifications, data ports, performance service levels, User manual for operations, support details against AMC
18. The bidder shall also be responsible for deputing qualified personnel from OEM for installation, configuration, and testing, commissioning and other services under his scope of work as per this specification. All required tools and tackles for completing the scope of work as per the specification is also the responsibility of the bidder
19. The bidder shall not assign or subcontract, in whole or in part, its obligations to perform under the Contract
20. An undertaking by the authorized person of the company (self-certificate) that the bidder hasn’t been blacklisted by a government entity                 
21. There should been no litigation with any government department/corporation /on account of similar Services
22. Product related full administration, Maintenance, Configuration/certification training from   OEM or certified solution center for 5 people.

Note: 
1. For Any Technical Issues Please communicate with below personnel :
 	Khalid Hossain
Senior Manager, Enterprise Network Services, Technology Infra. and Systems Mgt.
Email : mdkhalid.hossain@bracbank.com
Phone no: +8801787653566

2. Please note that this is a very crucial project for BRAC Bank and there is no chance for the extension of Submission timeline. 

3. Only Technically qualified vendor will be called for Commercial proposal submission. Tentative time for getting notification of commercial proposal submission is within 10th December, 2018. BRAC Bank will give 2 days’ time for submitting commercial proposal. 

4. Please submit your technical offer in the email address: tender@bracbank.com
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