Scope of Work
Objective:
The main objective of this exercise is to validate by External party that reasonable protection is in place for general and particular threats that may exist for BBL’s IT systems and infrastructure including but not limited to the following: 
1.   To test and verify the security of the Information Technology systems, network, application and Alternative Delivery Channels so as to ensure the effectiveness of deployed security measures. 
2.    Verify the perimeter security controls and security setup of internal BBL’s IT infrastructure. 
3.   Identify and recommend safeguards, suited to BBL’s environment, with the aim to strengthen the level of protection of the BBL’s IT infrastructure. 
 

Reputed and experienced organizations with relevant experience are invited to submit their proposals for the assignment, which must include the following: 

i. Technical Proposal and 
ii. Financial Bid 

Scope of Works:
BRAC Bank Ltd desires to engage External consultant to conduct the cyber security services - 
·         Enterprise security architecture and Configuration review; e.g. 
·              Network Architecture Reviews 
·              Network Scanning
·              Review of Network Monitoring Software
·              Network Infrastructure Review
·              Security of Data Transmission 
·         Internal & External Penetration Testing; e.g.
·              Password Cracking 
·              Router Testing 
·              Denial of Service (DOS) Testing 
·              Distributed DOS testing 
·              Containment Measures Testing 
·              Optimum performance of the System 
· Assessment of Current SOC (Security Operations Center) 
· Current SOC maturity review
· Recommendation for SOC transformation
· Training on SOC capability enhancement
· Recommendation for Joining international security community 
· Data Protection capability review
· Data Protection Assessment 
· Phishing Simulation
· GDPR compliance readiness (within scope) and Recommendation
· Threat and vulnerability assessment
· System/Device Security Review
· Application Security Review
· Database Security Review
· Privileged Users Review
· 3rd party Application Assessments (e.g. email, browser)
· Mobile Application review
· End Points Security Assessment
· Mandatory Compliance Assessment and Recommendation 
· Recommendation on Information Security Road map in line with bank strategy 
 
Application scoping: 
1. Externally facing applications 
2.  Core Banking Application and middleware 
3. ATM & POS Host application services
4. Clearing Application Service (BACH, BEFTN, RTGS)
5.  Treasury, SWIFT, Card Management System
6. e-Mail and critical In-house Applications
 
Location Scoping:
DC, DR, Head office, Sample branch, Sample ATM

Deliverables 
Cover SOW, Assessment report with findings and recommendations 

[bookmark: _GoBack]5. General 
- The organization must have at least 15 years' relevant previous experience confirm through an undertaking that they will provide qualified team to undertake this work and deploy a Project Manager with a minimum of 10 years’ experience on Cyber Security in banking related projects; Team members profile must be shared 
- Technical Experience 
Credentials - The organization must showcase specialized skillset via relevant credentials and infrastructure 
Team Proposed & Key Personnel experience -The organization must propose skilled and experienced personnel and team for efficient and effective delivery 
- Approach and Methodology -The organization must provide an approach, methodology, Licensed tools details. 
- Project plan must be shared
