[bookmark: _x2ekl2w6xea1]Requirement for RFQ
[bookmark: _41fxget97n4o]IoT/Network-based Smart Attendance & Access Control Device Requirements
1. The devices will have to be IoT-backed and capable of their own internet through built-in IOT/ GPRS connectivity that supports M2M SIM cards or data connectivity through a secured network.
2. As the Bank is looking for a complete managed service model, vendors must operate devices with their own management and through their own connectivity. Bank will not provide any PC, routers, internet, or any other resource except for electricity at any location. However, the Bank will only provide a server with the required processing power. But, all necessary APIs to integrate with the BBL ERP will be provided by the vendor.
3. The bandwidth (internet) for communication of remote devices must be provided and maintained by the vendor. Bank will not provide any real IP or any other network communication component.
4. The devices must have built-in batteries capable of providing power backup for up to 4 hours.
5. The devices must be always connected to the BBL data centre server ensuring real-time data connectivity.
6. The devices must have fingerprint and RFID card detection capabilities.
7. The devices must have 20000 RFID storage and 500000 log storage capacity.
8. The devices must be compatible and integrated with any access control locks and barrier gates already present at Brac Bank premises. 
9. Devices must be capable of locking/unlocking a single door lock with multiple/ different access control devices. Any controller module for door locks should be included
10. All accessories required along with the devices must be provided by the vendor.
11. Device Management Application: The vendor must have a device management application which must provide the following functionalities - 
· Device management
· Device real-time status & heartbeat monitoring
· The devices must have the functionalities to clone all fingerprint and card data of another device directly from the cloud software. 
12. Vendor must provide a master card for accessing all the access control devices at BBL Head office.
13. Vendor must work in or with the Access control system by pining physically at BBL premise, not remote.
14. Vendor must arrange a seven-days training session for the users on the Access control management system.
15. DSS shall be the “operational Admin“ of the Access control management under guidance of HR and support from IT.      

[bookmark: _r6u7pefrzngb]Smart Access Control & Attendance Software
[bookmark: _rfb7ow18ynfw]Software Requirements
1. The vendor must provide a central software system with the following capabilities - 
· The system must provide centralized graphical attendance dashboards with real-time access and attendance data from all devices.
· The system must support up to 1,000 devices nationwide and up to 20,000 employees.
· The system must have functionalities like an employee database, batch employee actions, employee information and profile system, department, sub-department, designation, line manager, and employee-wise attendance analytics.
· The system must support batch employee creation through an Excel file containing the employee's name, pin, RFID card number, and other information.
· The system must support batch employee actions such as assigning department, designation, workplace, line manager, and access permission.
· The system must have the functionality to control access (allow/revoke) of an employee, multiple employees, or all employees in any device centrally, and the device must be updated instantly.
· If an employee’s RFID card information is updated, the system must automatically update all devices with the updated RFID card information without any manual intervention.
· The system must have the functionality to revoke access of any employee from any device instantly.
· The system must allow for the fast allocation of employees to multiple devices after creating employees in a batch.
· If an employee is separated, made inactive, or deleted, the employee’s associated RFID card should not have access to any of the devices the employee was allocated in.
· The admin should be able to undo the resignation or separation operation on an employee.
· The system must provide a monthly Attendance Report with detailed filtering and export functionalities, including filtering by employee name, pin, date range, workplace location, department, sub-department, designation, shift, gender, and line manager.
· The system must provide functionalities to manage employees with different office timings in the same report.
· The system must provide a quick search functionality where an employee can be searched with a pin or name from anywhere in the system.
· The system must provide a complete history of access information on all devices.
· The system must provide a quick way to view the list of employees currently permitted and not permitted on any given device.
· The system must have multiple roles like Admin, Line Manager, HR Manager, and end employee. The Admin role must be able to change the roles of other employee accounts.
· Sufficient security for the stored data
· Preserve all data edit history
· Preserve all old data for at least 05 years (even the ID is deleted or deactivated)
· If any remote device become deactivate/down, there should be an automatic system to notify Central/BBL HR admin immediately
· Naming/Numbering of each device for easy identification
· We may keep both RFID card and Finger Print options active in the device (for possible future need)

2. As the system will be hosted in the BBL-provided server, there are certain necessary security requirements. The vendor-provided system must comply the following security-related requirements - 
· The software must ensure that all passwords, and other sensitive fields, and other important credentials are encrypted while stored, processed, transmitted.
· The software must have functionalities related to blocking the use of certain passwords, such as easily guessed passwords, passwords based on the user ID, and passwords containing words from a dictionary. 
· Bangladesh Bank password policy needs to be maintained. Minimum 8 characters in length with password must be alpha numeric and combination of special character, Contains 3/4 of the following items: Uppercase Letters, Lowercase Letters, Numbers, Symbols.
· Password expiration (3 months) and password lock for wrong attempts (3/4 times and configurable) and previous same three password is not permitted in a row.
· The system should not allow multiple logged-in sessions at the same time. 
· The software must not allow weak passwords.
· The system must maintain an audit trail or activity log. 
· The system must have the functionality to show the history of RFID card changes and the history of system login.
· The system must store at least 10 years of data and as per BB policy.
· Log data, temporary debug logs, and backups/copies/extractions, must not be destroyed before the duration of the required data retention period, and must not be kept beyond this time.
· The system must be able to protect itself from Cross Site Scripting Attacks, Cross-site Request Forgery, Session Hijack, Clickjacking, and SQL Injection, and other exploitation/cyber-attacks.
· The system must have protection from OWASP top 10 vulnerabilities, and SANS top 25 vulnerabilities.
· The communication between the IoT devices and the server must be encrypted.
· The system must be able to track user log-on (and log-off) activities and the location from which a user has logged on (and logged off).
· No default / hardcoded ID/ any credentials should not be used in any Code or in any file easily readable formats.
· Relevant Configuration files, settings and codes or Library files should be protected through strongly protected directory permissions and proper encryptions if necessary, so that they are not easily traceable or searchable by Google Dorks or the directory listing shouldn't be Open or breachable.
· The system must allow a user-defined archival period and provide the necessary archival tools and will comply with the statutory and regulatory requirements.
· Admin level portal, and user level portal needs to be separate. As admin has higher privilege and can configure admin level configuration, admin portal part will not be published in internet.
· Secure & standard API integration must be implemented in any API integration.
· Secure session management & server-side session generation must be maintained.
· All communication from client side to server side must be encrypted with TLS version >=1.2
· Secure & updated cipher suites must be used for SSL/TLS communication.

2. The vendor must ensure that the system is scalable and can handle an increasing number of users and devices as Bank’s business grows.
3. Bidders must submit the working principle and schematics of the proposed system that can ensure real-time connectivity across all devices nationwide.
[bookmark: _d4gw7o9oa88y]Server Deployment
1. The software system must be deployed and maintained at the BBL data centre. 
[bookmark: _8coi91numh1]Maintenance & Engineering Support
1. The vendor must provide ongoing maintenance and support services to ensure the system operates correctly and meets the requirements specified in the RFQ.
2. The vendor must provide software updates, patches, and bug fixes to ensure the system is up-to-date and secure.
3. The vendor must provide technical support to resolve any issues or problems that may arise during the use of the system.
4. The vendor must provide a system for users to report issues and request support, such as a ticketing system.
5. The vendor must provide regular system backup services to ensure data is not lost in the event of a system failure or disaster.
[bookmark: _fkueyafsbhtu]ERP Integrations
1. The vendor-provided Smart Attendance & Access Control System must integrate seamlessly with BBL's existing ERP system using industry-standard API or DBLink technologies.
2. The system should be capable of automatically updating employee information, such as Designation, Department, Workplace, Sub Department, and Line Manager, in the vendor-provided system's database when these updates are made in the BBL ERP.
3. The system should also have the ability to automatically create a new employee account in the vendor-provided system with the necessary information, such as Name, Pin, email, department, sub-department, designation, workplace, and Line manager, when a new employee is added to the BBL ERP.
4. The attendance data must be synchronized automatically with BBL's ERP system daily, with the end-of-day as the preferred sync time.
5. The system must be able to detect employee separation in the BBL ERP, and accordingly, update the Smart Attendance & Access Control System to disable or delete the corresponding employee account and prevent access. 
[bookmark: _s0qcye4jt94a]Installation
1. The vendor shall be responsible for the installation of the IoT devices at designated locations across the nation as per the specifications provided by BRAC Bank.
2. The vendor shall ensure that all installation-related expenses are covered, including but not limited to travel, accommodation, and other miscellaneous costs incurred by their personnel.
3. The vendor shall ensure that all devices are installed securely and properly configured, with all necessary software and firmware updates applied.
4. The vendor shall ensure that all devices are tested to verify that they are operational and integrated with the Smart Attendance & Access Control System before being handed over to BRAC Bank.
5. The vendor shall provide comprehensive training to BRAC Bank personnel including GSS/HR users on the installation process, including troubleshooting procedures and preventive maintenance measures.
[bookmark: _4gzqdmsam99k]Operational Support
1. The vendor shall provide a dedicated, full-time resource to perform on-site administrative operations and serve as the primary point of contact for assistance, training, and support. This resource shall be stationed at BRAC Bank's premises.
2. The vendor shall assume complete responsibility for the device and system uptime. Any issues shall be resolved by the vendor's technical support team, including system maintenance, updates, and patches. 
3. In case of malfunctioning devices, the vendor shall replace or repair them on-site within the next business day. The vendor shall bear all the costs associated with repair, replacement, transportation, or any other related expenses.
4. The vendor shall ensure support centres in all divisions where the devices will be installed. 
5. The vendor shall provide regular maintenance services, including firmware updates and device health checks.
[bookmark: _ekt8x39bdc3h]Other Requirements
1. The vendor must provide evidence of prior experience in delivering nationwide large-scale projects, specifically involving the central connection of a minimum of 1500 IoT devices to a single Data Centre. The experience presented should be similar in nature and scope to the project being considered. 
2. The vendor must provide an OEM Declaration or Manufacturer Authorization Certificate/Letter (MAL) for all devices, equipment, and software that will be used in the proposed solution. The certificate or letter must be provided by the original equipment manufacturer (OEM) and must confirm that the vendor is authorized to resell, implement, and support the products in question.
3. The vendor must demonstrate their technical expertise in integrating IoT-based attendance and access control systems with existing ERP systems.
[bookmark: _ap1nxtgl1tuy]Payment Modality: Capex Model
1. [bookmark: _GoBack]The vendor is expected to offer a comprehensive managed service model with all services mentioned in this RFQ, and the pricing should be structured in the form of a monthly fee, which will be paid by BRAC Bank for the duration of the contract. There will be no upfront payment for devices, associated accessories, internet or software. The payment for all such items will be included in the monthly fee paid by BRAC Bank to the vendor.
2. Numbers
· Devices: 176pcs
· Locations: 110 locations inside Dhaka, Dhaka periphery, and out of Dhaka
