RFQ of Network HSM:

Technical Specification:
	SL No.
	Technical Specification

	
	Name of Item
	Description

	1
	Brand 
	Network HSM 

	2
	Model
	Provide by vendor

	3
	Country of Manufacture
	Provide by vendor

	4
	No of HSM
	3  HSM (From Day one 5 partition  for each HSM will be activate)

	5
	Cryptographic interfaces
	Full Suite B support • Asymmetric: RSA, DSA, Diffie-Hellman, Elliptic Curve Cryptography (ECDSA, ECDH, Ed25519, ECIES) with named, user-defined and Brainpool curves, KCDSA, and more • Symmetric: AES, AES-GCM, Triple DES, DES, ARIA, SEED, RC2, RC4, RC5, CAST, and more • Hash/Message Digest/HMAC: SHA-1, SHA-2, SHA-3, SM2, SM3, SM4 and more • Key Derivation: SP800-108 Counter Mode • Key Wrapping: SP800-38F • Random Number Generation: designed to comply with AIS 20/31 to DRG.4 using HW based true noise source alongside NIST 800-90A compliant CTR-DRBG • Digital Wallet Encryption: BIP32 • 5G Cryptographic Mechanisms for Subscriber Authentication: Milenage, Tuak, and COMP128

	6
	Supported Operating Systems
	· Windows, Linux, Solaris, AIX • 
· Virtual: VMware, Hyper-V, Xen, KVM.

	7
	API Support
	· PKCS#11, Java (JCA/JCE), Microsoft CAPI and CNG, Open SSL 
·  REST API for administration.

	8
	Authentication Method
	 PAD keys

	9
	Security Certifications
	· FIPS 140-2 Level 3 – Password and Multi-Factor (PED)
· Common Criteria EAL4+ (AVA_VAN.5 and ALC_FLR.2) against the Protection Profile EN 419 221-5 
· Qualified Signature or Seal Creation Device (QSCD) listing for eIDAS compliance
·  Singapore NITES Common Criteria Scheme

	10
	Host Interface
	•  2 x 10G fibre network connectivity and 2 x 1G with Port Bonding
 • IPv4 and IPv6

	11
	Physical Characteristics
	Standard 1U 19in. rack mount appliance • Dimensions: 19” x 21” x 1.725” (482.6mm x 533.4mm x 43.815mm) • Weight: 28lb (12.7kg) • Input Voltage: 100-240V, 50-60Hz • Power Consumption: 100W maximum, 84W typical • Heat Dissipation: 376BTU/hr maximum, 287BTU/hr typical • Temperature: operating 0°C – 35°C, storage -20°C – 60°C • Relative Humidity: 5% to 95% (38°C) non-condensing

	12
	Safety & Environmental Compliance
	• UL, CSA, CE • FCC, CE, VCCI, C-TICK, KC Mark • RoHS2, WEEE • TAA • India BIS [IS 13252 (Part 1)/IEC 60950-1]

	13
	Reliability
	Dual hot-swap power supplies • Field-serviceable components • Mean Time Between Failure (MTBF) 171,308 hrs

	14
	Management & Monitoring
	· HA disaster recovery • Backup and restore hardware to hardware on-premises or in the cloud • SNMP, Syslog

	15
	Warranty
	3 years warranty

	16
	Training
	2 person training in OEM certified training Lab with certified trainer free of cost. 

	17
	BB Confirmation
	[bookmark: _GoBack]Awardee vendor will have to submit confirmation or certification from Bangladesh bank on the network HSM for BACH-II project.






Support Type:
	Severity Level
	General Evaluation Criteria
	Response Time (24/7/365)
	Resolution Time (24/7/365)

	High
	A problem that critically effects on ability of doing regular business. System functionality is unavailable or down due to hardware or software failure.
	
By Email/Phone: 15 Minutes
Onsite: 01 Hour
	
02 hours 

	Medium
	Any Hardware or software component failure that leads to degradation of system performance.
	
	04 Hours

	Low
	System is having minor issue. Insignificant error without impacting usual business or system performance.
	
	08 Hours




Penalty Clause on Service Failure:

1% of the work order value will be penalized on each failure to meet service level.
If resolution time is greater than agreed service level, then 0.25% will be add as penalized for each hour delay for severity level ‘High’ and 0.1% will be penalized for each hour delay for severity level ‘Medium’ and ‘Low’.






Scope of Warranty & AMC Service: 

The scope of service is as below but not limited to:

    
· Complete diagnosis and replacement (if needed) will be carried out by bidder local partner 
· Install, configure and commission of the HSM as per requirement of the Bank.
· Maintain all the hardware and software of the Server systems by 24/7/365 days without any interruption.
· Ensure resource or emergency product support If required any application/server related maintenance from BRAC Bank.
· OEM & Local vendor provide till date patch, firmware, software up-gradation, Security Enhancement, vulnerability mitigation as required to maintain compliance and standard practice preferably without any service interruption within the Warranty/AMC period, with shortest time of the component release.
· Bridge between OEM, Local partner and BRAC Bank for knowledge transfer, problem troubleshoot and best use of the product.
· Ensure that BRAC Bank can use all the product facilities as and when required
· To ensure single point of contact, backup contact and support contact escalation matrix
· To provide a quarterly report of the health status of the Server system along with performance forecast and performance improvement plan.
· All services and supplied parts, labour, transport and logistic cost is inclusive in the Warranty/AMC amount.


