	Web Application

	Req ID
	Particular
	Description

	1
	Full coverage of OWASP Testing Guide, including API and business logic testing.  
	 

	2
	Need to cover SANS Top 25
	 

	3
	Need to follow international standards to report security vulnerabilities
	a) Common Vulnerabilities and Exposures (CVE) Compatible
b)Common Weakness Enumeration (CWE) Compatible
c) Common Vulnerability Scoring System (CVSSv3)

	4
	Need to cover PCI-DSS (6.5.1 - 6.5.10) when/as applicable
	a) Injection Flaws
b) Any other "High" Risk Vulnerabilities
c) Buffer Overflows
d) Cross-Site Scripting (XSS)
e) Insecure Cryptographic Storage
f) Improper Access Control
g) Insecure Communications
h) Cross-Site Request Forgery (CSRF)
i) Improper Error Handling
j) Broken Authentication and Session Management

	5
	Need to cover central bank guideline
	Bangladesh Bank ICT Security Guideline

	6
	Must provide actionable remediation guidelines and reporting with Risk Scoring
	Software Composition Analysis
Behavioral Analysis
Privacy Risks
Confidential data leakage
Weak network encryption
Business Logic Testing
SSL Security testing

	 
	 
	 

	Mobile Application

	Req ID
	Particular
	Description

	7
	Need to cover OWASP Mobile Top 10
	• Improper Platform Usage
• Insecure Data Storage
• Insecure Communication
• Insecure Authentication
• Insufficient Cryptography
• Insecure Authorization
• Client Code Quality
• Code Tampering
• Reverse Engineering
• Extraneous Functionality

	8
	Need to cover SANS Top 25
	 

	9
	Need to follow international standards to report security vulnerabilities
	a) Common Vulnerabilities and Exposures (CVE) Compatible
b)Common Weakness Enumeration (CWE) Compatible
c) Common Vulnerability Scoring System (CVSSv3)

	10
	Need to cover PCI-DSS (6.5.1 - 6.5.10) when/as applicable
	a) Injection Flaws
b) Any other "High" Risk Vulnerabilities
c) Buffer Overflows
d) Cross-Site Scripting (XSS)
e) Insecure Cryptographic Storage
f) Improper Access Control
g) Insecure Communications
h) Cross-Site Request Forgery (CSRF)
i) Improper Error Handling
j) Broken Authentication and Session Management

	11
	Must provide actionable remediation guidelines and reporting with Risk Scoring
	Software Composition Analysis
Behavioral Analysis
Privacy Risks
Confidential data leakage
Weak network encryption
Business Logic Testing
SSL security test

	Systems

	Req ID
	Particular
	Description

	12
	Security Assessment of related systems
	Database, Server, Services, API etc. based on architecture

	 
	 
	 

	Deliverables 

	 
	a) Create an Assessment Report based the scope of work above including, but not limited to: 
• An executive summary with objectives, scope, background, summary of findings, and recommendations 
• Identification of the application’s security gaps 
• Recommendations for eliminating, or at least reducing, security gaps
• Summary of areas reviewed / examined along with the methodologies / procedures used 
• A list of security weaknesses in the form of findings, ranking of risk severity, and a list of prioritized recommendations 
• Any additional recommendations or future considerations 
• Recommendations on industry standard security frameworks / best practices to follow 
• Listing of all software tools used to perform the Assessment 
• Any related reference material

	
	b) Knowledge Transfer during execution of the Assignment, provide documentation and material.



