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1. Functional Requirements
	Sn
	Scope
	Type
	Brief Description
	Circular Reference
	Remarks

	1
	CMSME Report
	Reporting Module
	* Cluster wise loan disbursement in Cottage, Micro, Small and Medium Enterprises
* It includes segment (Cottage, Micro,Small, Medium), Sub-sector (Manufacturing, Service, Trade),Male/Female, disbursement in number & amount, outstanding, overdue, recovery, classified amount etc.  
	* Credit Policies & Programmes and SMESPD Circular no 2, September 05, 2019
* SMESPD circular letter no. 2/JUNE, 2018
	· Soft copy report download capacity
· Direct API & upload both option should be available

	2
	E-Banking & E-Commerce
	Reporting Module
	Branches information (urban,rural,online, offline etc), urban/rural deposit/loan, 10 taka A/C info, Hardcore poor A/C Info, Freedom Fighters' A/C, Social safety A/C info, Food and Livelihood Security A/C info, Poor Rehabilitation under Religion Ministry A/C info, City Corporation Worker's A/C, RMG Workers A/C, Leather Industry Worker's A/C, A/C under National Service Program, Small Life Insurance holder's A/C, Physically Challenged Person's A/C, School Banking A/C, ATM, debit/credit card info etc.
	SD-Circular No-4,dated 12 November,2018
	· RIT and Soft copy report download capacity

· Direct API & upload both option should be available

	3
	User Management 
	User Group
	1. Maker & Checker option should be available. 
2. Role based access to user group
3.  Admin user option should be available to have super user access. 
4. Admin user can be able to ID creation and role authorization and other general role to administer the system  
	
	



2. Technical Requirements
	Sn
	Requirement Description
	Status
	 

	1
	Reporting module of e-banking & e-commerce and CMSME
	API  Connectivity should be available to integrate with Report DB, card pro & other platform 
	 

	9
	Core Database Platform
	System must support Oracle/SQL Server/MySQL RDBMS as the RDBMS of choice of all core data. 
	 

	10
	Hardware Platform
	System must be deployable on multiple hardware platforms including Virtual environment (VM/Hyper-V) and network standards.
	 

	11
	Database integrity
	The system should apply checks to ensure that:
(a) no part of the database has been lost
(b) data within the system is consistent
(c) Information has been written to the database consistently.
	 

	12
	Database backup
	The system should provide the facility to take backups of data and system software at user defined intervals with minimal/without operator intervention.  The system should allow these backups to be both:
(a) full - a complete image of the data and/or software
(b) Interim - a backup of transactions or changes which have been made since the last backup.
	 

	13
	Disaster Recovery
	1. The system should be possible, using off-site backups, to recover the entire system on an alternative machine in the event of a catastrophic event occurring.
2. The system should enable data to be restored to a secure and adaptable point in event of system failure.
	 

	14
	High Availability
	The system should support clustered high availability configurations to ensure primary site can continue to operate without degrading performance when one or more servers fail.
	 

	15
	Hardware Platform OS
	One of the following latest OS: IBM AIX , Red Hat Linux,Oracle Linux,Sun Solaris, HP UX , Windows, Linux.
	 

	16
	Hardware Platform DB OS
	One of the following latest OS: Windows, IBM AIX, Red Hat Linux,Oracle Linux,Sun Solaris, HP UX with Oracle or MS SQL Server or MySQL as database.
	 

	17
	Hardware Platform
	Usable Storage capacity with required IOPS
	 

	18
	Browser-Based Front-End for end user
	System able to run independently in any OS and Hardware environment.
	 

	19
	Intregation with CBS
	Interface to core banking system for financial and non-financial transactions / updates
	 

	20
	Access Logging
	System must be able to track user log-on  (and log-off) activities and the location from which a user has logged on (and logged off).
	 

	21
	Change Logging
	System must be able to track changes in the records made by users.
	 

	22
	Security Audit Trail
	System must support the ability to generate robust security audit reports describing who, what, when and where security was assigned, modified or deleted.
	 

	23
	Compliance
	Comply regulatory requirement, global standard, laws and Bank policy
	 

	24
	Session Management
	Ability to restrict single session per user, e.g., user should only be allowed to be logged on at one workstation at a time.
	 

	25
	Off site support 
	24*7*366 support must be available
	Standard support is available from 10:00AM to 6:00PM Sunday-Thursday

	26
	User Manual
	Must provide User Manual
	 

	27
	Test Environment
	Onsite test environment for system, technical and administrative user. Vendor will help test environment configuration and readiness.
	 

	
	
	
	


3. IS Requirements
	Sn
	Scope
	Requirement Description

	1
	Security Configuration
	1. All identified vulnerabilities should be mitigated by OEM before Live Deployment. 
2. Prevent parameter tampering for Data Integrity 
3. Prevent parameter tampering as followings and not limited to: 
(e.g.: 1. HTTP headers, such as REMOTE_ADDR, PROXY_VIA or similar, 2. Environment variables, such as getenv() or via server properties, 3. All GET, POST and Cookie data)
4. Data Integrity Hidden fields (Sensitive data, such as passwords, should never be sent in the clear text)                                  
5. The system have provision to obscure header info.                                                                            
6. The system should enable HTTP Strict Transport Security.                                                          
7. The system should use HttpOnly cookies.                                                                                                          
8. Use Secure cookies                                                                                                                                        
9. System should support to hardening default Web Servers & Servers settings as per requirement      
10. Protect against Injections such as: SQL injection. Command injection, LDAP Injection and so on.                                    
11. Protection against DoS or DDoS.                                                                                                
12. Website should be responsive.                                                                                                                         
13. Website should be compatible with renowned browser(e.g.: IE, Firefox, Chrome, Safari etc.)                                                                                                                                              
14. The website should have protection against CSRF. 
15. The website should have protection against Click-jacking.                                                         
16. The Website should have protection against broken authentication and access control. Such as Privilege escalation.                                                                                                                          
17. The Website should have protection against sensitive data exposure.

	2
	Password Infrastructure
	The password infrastructure of the application should be very resilient. The following are the minimum requirements:
1. Should enforce mandatory checks in the password such as minimum length (8 Chars), mix of alphabet, digits and special characters, user id not being part of password and presence of four distinct characters. Must comply with Bangladesh Bank ICT Security guideline & BRAC Bank password policy
2. Password is stored in the database (not in Files) and in one-way encrypted form. Password must be salt hashed.
3. Password history – should disallow at least last 4 passwords to be re-used.
4. Forced change of password after a preset time                                            
5. Blocking use of certain passwords, such as easily guessed passwords, passwords based on the user ID, and passwords containing words from a dictionary. So password complexity can be imposed.                                                                                                                             
6. Wrong authentication limit should be set to 4 times. Forget password should only tell that password reset link should only say that "password reset email has been sent" even if the email of the user is not there. 
7. Configurable Password reset option. 

	3
	User Expiry
	Application should forcibly deactivate users after a period of non usage. This period should be defined by the bank.

	4
	Multiple Login
	Multiple login should be disallowed by the application. Even if the multitab session handling must be there.

	5
	SSL Support
	The application should be compliant with 256 bit SSL encryption for managing transmission layer security.

	6
	Timeout
	The application should allow setting application time out based on parameter. An idle session beyond the time out should be terminated by the application.

	7
	URL Encryption
	The URL of the application should reveal very little information to a potential hacker and therefore should be encrypted. It is desired that the such encryption is dynamic, thus making it even more difficult for guessing.

	8
	Application Audit
	The key operations by customers, Support Officers and administrators must be audited by the application.

	9
	View Audit Log
	The system should allow bank administrator to view system log, activity inquiry, transaction limit inquiry as per parameter.

	10
	Maker Checker Facility
	The solution should support maker – checker facility at relevant approval

	11
	Input validation
	1. Constrain input – decide what is allowed in the field
2. Validate data – type, length, format, and range
3. eject “known bad” input – do not rely only on this as it assumes the programmer knows everything that could possibly be malicious.
4. Sanitize Input – This can include stripping a null from the end of a user supplied string; escaping out values so they are treated as literals, and HTML or URL encoding to wrap data and treat it as a literal

	12
	User Administration
	1. User Management should have facility to restrict or allow query rights to different users for different workgroups.
2. Login Page with Recapcha
3. Logout page
4. Create user, Edit user, Activate/De-activate user, Block/Unblock user, Delete user, User list with search
5. Apply BBL password policy, Password reset
6. Assign user role, Create role, Edit role, Delete role, Role list with search, Assign permission to role
7. Add a remarks features so that we can identify user is permanently disable or temporary. E.g. Annual leave
8. There will be a report features from where we can extract user list with role id, user ID, group and Active/ inactive status in excel format
9. System should have configurable option to assign make-checker separation for content input, edit and publish considering users and user groups.

	13
	File Upload/Download
	1. Should have File format specified by File Type, Size and File Input Validation should be implemented. Also must have a mechanism for checking for injected steganography files
2. All MT103, MT940, MT950 (inward & outward) SWIFT msg data will be upload in the interim SFTP location, Application will fetch the required data from SFTP location and send to Finacle for transaction processing 

	14
	Others
	No default/Hard coded ID must be available.

	15
	Access Logging
	System must be able to track user log-on  (and log-off) activities and the location from which a user has logged on (and logged off).

	16
	Change Logging
	System must be able to track changes in the records made by users.

	17
	Security Audit Trail
	1. System must support the ability to generate robust security audit reports describing who, what, when and where security was assigned, modified or deleted.    
2. System must be able to track user log-on  (and log-off) activities and the location with IPs from where a user has logged on (and logged off) and timestamp of log on in log out.    
3. System must be able to track changes in the records made by users which include location, timestamp and activities.                                 

	18
	Data Encryption and Transmission
	Ability to encrypt passwords and other sensitive data based on industry-standard encryption mechanisms.

	19
	IP tracking
	IP tracking must be incorporated and IP based restriction can be possible.

	20
	Compliance
	The system should comply with Bank bank ICT security guideline and BBL Password Policy 

	21
	Session Management
	1. System must force time-out based on time parameters. Time out parameters should be flexible, based on job role and function.
2. User generated session-ids must be rejected.
3. Session expiration on idle timeout, absolute timeout.
4. Destroying Web Content Cache relevant info on Manual Logout, Browser/Tab Close.
5. Application should not support multiple session from one user at the same time.
6. Session Cookies: App should not store any critical information in cookies (e.g. password), also, app should not keep anything in a cookies that, if spoofed, can compromise the app (e.g. a reference can be used instead).                                                                    
7. Multiple access through single user should be restricted.                                                                            
8. Have configurable option to select geo-location and IP based access restriction.                          
9. Should have secure session token based access during every access.

	22
	Certificate and Encryption
	1. Ensure proper TLS Certificate.
2. Use SHA256 Encryption algorithm
3. Industry standard secure encryption uses such as: AES
4. Disable Insecure Cipher Suites.
5. There should have option to upgrade encryption methods and cipher as per Bank requirement.

	23
	Application Security
	1. Follow the structure of OWASP's ASVS Development
2. File name injection and path traversal
3. Enabling browser x-Frame protection header
4. RFD File download Injection Prevention
5. Directory Path traversal
6. Inclusion of Anti click jacking header
7. Custom Designed 404 pages
8. Implementation of Content Type Headers
9. Mandatory prevention of Directory Listing
10. Support for RFD file download injection prevention

	24
	Database Security
	Data within the database should be secured using encryption that are securable and appropriate access levels should be in place. Connection information for establishing communication to the database should be encrypted. e.g.: connection strings

	25
	Vulnerability Assessment Feedback Resolution
	Should be under change management "Any Modifications required from VA should be incorporated"







Service Level Agreement

The maintenance service will include the following:
a. Supports should be available with in Banking hours 
b. Service Matrix will be as the following: 

	Case Priority
	Severity Level
	Description
	Response Time
	Restoration Time
	Resolution Time

	S1
	Critical
	The application is not operational. The problem affects the end users both financially/ non financially.
	  15 minutes
	1 Hours
	2 hours

	S2
	High
	The application is operational but has major feature(s) that is not operational or partially operational or performance is very slow.
	15 minutes
	1 Hours
	2 hours

	S3
	Medium
	The application is generally available and functional for a significant number of users. An interim solution is available to keep the system operational.
	15 minutes
	1 Hours
	8 hours



Penalty: 10% penalty on yearly AMC will be applicable for 2 SLA breach (severity level critical & High) in every 3 months. 
c. 
Root-cause analysis - Analysis of the root causes of problems. Problems will be reviewed to determine their root causes, measures will be taken to correct the sources of the problems, and reports will be prepared and distributed in a timely fashion.
d. Bug fixes - Defined as the emergency repair of any system operation that does not comply with the current signed and approved system specification. This includes system errors, "hung" or halted screens, or unexpected results within the system that render it unusable for the purpose for which it was designed.
e. If any existing functionality does not work properly, it will be corrected by development partner.
f. Calculation related errors will be corrected. 
g. Database and Scripting related problems will be corrected. 
h. Changes in the existing report format, limited to add/subtract columns if column value or data exists in the system. 
i. Development partner will ensure that the support team answers the queries of BBL as soon as possible but cannot guarantee that BBL will not experience some delay as a result of factors including, but not limited to, call volume variations and system downtimes. Development partner offers a 2 hour response time which means that as a general rule development partner will respond to BBL’s call within 2 hours from when BBL calls the Help Desk.
j. Adaptive maintenance - Defined as activities relating to upgrades or conversions to Premium Banking Application due to new versions of operating environment, including operating system, application server, or database software.
k. Upgrades to application software and associated hardware - When an upgrade Premium Banking Application is released, this may include operating system upgrades, database upgrades, authentication software upgrades, and BBL-required upgrades.
l. Development partner will ensure necessary support, upgrade or migrate the application for any type of regulatory or bank initiated changes and security compliances under the maintenance contract. 
m. Minor changes like new simple reports, few new columns in existing reports, few UI/UX changes, column arrangements should be covered under maintenance contract.
n.  Mandatory regulatory changes should be covered under maintenance contract.
o. Development Partner will take necessary actions based on the VA reporting.
p. Development Partner must comply with Bangladesh Bank policies (password, security, VA etc.)
q. Development Partner will inform regarding scheduled and unscheduled service outages due to maintenance, troubleshooting, disruptions or as otherwise necessary. Changes to services must be communicated and documented to all stakeholders.
r. The Development Partner shall implement all measurement and monitoring tools and procedures necessary to measure, monitor application and monthly system health check.
s. Development partner will provide clear reference to service ownership, accountability, roles and/or responsibilities and escalation matrix.
t. Calls received out of office hours and holidays will be forwarded to a backup answer phone service and best efforts should be made to answer / action the call.

The maintenance service will not include:
a. Any addition of new functionality.
b. Modifications to original application specification - Any functionality not specified in the current approved design specification, changes in BBL’s organization or business needs. When this occurs, BBL will initiate change or customization request for enhancement to update the system and development partner will send a proposal for customization based on BBL’s requirements.

