[bookmark: _GoBack]Scope of work:  Providing ATM/ /CRM

Scope of Work:
1. Provide 219 brand new ATMs as per provided specification. 
2. Provide 2 brand new Cash Recycler Machines (CRM) as per provided specification. 
3. Machines to be delivered and installed at the locations as indicated by the bank.
4. Number of required machines may increase or decrease by 10% based on strategic requirement of the bank.
5. Maintain the provided machine to keep at optimum level of performance. Annual AMC cost to be provided for the machines. AMC will start after the warranty period of each ATM.

Expected Response:
1. Technical Responses against parameters asked.
2. Time schedule for the Delivery and Response of the machines.
3. Any other terms and conditions related to payment or service.

Key Terms and Conditions:
An agreement between the vendor and BRAC Bank Limited will be signed with below mentioned terms and conditions (including but not limited to) at the commencement of the contract.
1. Responsibilities of the Vendor:
a. Offered machines must comply with provided specifications. Machines with higher specifications shall get the preference.
b. Vendor shall update and install necessary application/software and hardware of the machines to comply with regulatory authorities including but not limited to Bangladesh Government Organizations, Bangladesh Bank, VISA, Master Card, Amex, Union Pay, JCB, DCI, CUP etc. payment scheme, PCIDSS and BBL internal policies including underneath but not limited to
· All ATM/CRM machine should be under BBL domain
· Below domain policy should be applicable for all ATM/CRM
· Auto login; No ALT+CTRL+DEL
· Ideal screen
· USB block
· CD/ROM block
· Administrator password need to be change.
· Windows 10 build version should be updated for any time
· Monthly windows security patching should be in place
· Microsoft SCCM client should be installed
· BBL Anti-virus should be installed
· Encryption and DLP should be installed (consult with BBL IS team)
· There should have enough free space in drive C.
· ATM/CRM image file should be rebuild every year according to OS build version update
· There should have OS compatible .net frame work version.
· Windows operating systems license of ATM/CRM ownership should be under BRAC BANK LTD.
· Applications user & administrator will be different
c. Vendor will be liable to reimburse to BRAC Bank Limited for any loss occurred to the bank due to negligence in maintaining the machines or failing to ensure the required level of security.
d. In case of machine/spare failure/defect or physical damage due to mishandling at the time of servicing, vendor shall replace or repair such machine/spare at own cost within the call service window mentioned in agreement.
e. Vendor shall not sub-contract or assign its services or any portion thereof, without the prior written consent of BBL.

2. Responsibilities of BRAC Bank Limited (BBL)
a. BBL will ensure proper environment accordingly and ensure that temperature, electricity, positioning, space and security is provided adequately for the operation of the machines. 
b. BBL will extend all reasonable cooperation to the vendor and its personnel to enable them to carry out the services in accordance with this contract. Vendor shall not be made liable for any delays in carrying out services caused by BBL.
c. BRAC Bank Limited will have the right to audit vendor’s support service stations/premises, activities of support team, spare parts in warehouse.

3. Service Support and Standards
a. Vendor shall provide valid service certification from respective OEM.
b. Vendor shall ensure service support covering 24 hours x 7 days x 365 days in a year.
c. Service Response Time (Time between receiving a call from BRAC Bank representative and reaching the site by vendor engineer):
1. Within Metropolitan City – 2 hours.
2. Outside Metropolitan City – 6 hours.
4. Validity and Termination of the Contract:
a. This agreement shall come into effect after date of signing between the parties and shall remain valid for next  five years and after completion of the validity, both the parties shall review agreement. After review and with consent from both the parties, the agreement may either be extended for next one year or be terminated.
b. BBL has the authority to cancel this agreement with notice period not exceeding 90 days. 

5. Payment of Fees and Charges:
a. BBL will make payments of the purchase of the terminals upon delivery and installation. The AMC payment shall be made at quarterly or annual arrear basis.
b. Vendor has to submit the bill with work order, Mushak 6.3 & original challan which is duly signed by authorized personnel of BRAC Bank Limited

	Technical Specification of ATM
	

	
	
	

	Sl No
	Particular
	Details Specification

	1
	Company profile
	Company Strength(OEM)

	
	
	Company Strength(Local Vendor)

	
	
	Local vendor's experience in the relevant field

	
	
	Number of support engineer

	
	
	Number of Certified Engineer

	
	
	Number of live ATM(Global)

	
	
	Number of live ATM(Local)

	
	
	Number of Local bank deployed the offered brand

	
	
	Number of engineer(Outside Dhaka)

	
	
	Number of relevant service center(Outside Dhaka)

	2
	Features
	Brand

	
	
	Model

	
	
	Country of origin

	
	
	Country of manufacture

	
	
	Country of shipment

	
	
	Type

	
	
	Year of manufacture

	3
	PC Configuration
	Processor (Core i7, 3 GHz or higher)

	
	
	RAM (Minimum 8 GB, up-gradable)

	
	
	HDD (1 TB HDD or higher)

	
	
	Speaker

	4
	Card reader features
	Motorized card reader/writer (Integrated, motorized (both magnetic- 1, 2 and EMV level 1 &2). All certification and compliance for EMV.

	
	
	EMVCo Level 1 & 2 approved terminal application/kernel. On expiry of certificate, it should be replaced with valid certificate at no additional cost to the Bank.

	
	
	Card reader should be compatible to work with any valid EMVCo certified EMV Kernels

	
	
	Should provide necessary certificates/approvals from VISA, Master Card, Amex, Union Pay, JCB, DCI and CUP. On expiry of certificate, it should be replaced with valid certificate at no additional cost to the Bank.

	
	
	Card return on power failure (CROPF) support

	
	
	NFC technology Supported

	5
	Intelligent anti-skimming solution features
	Specially designed card entry slot to protect against attachment of skimming devices

	
	
	Fraudulent device detector (FDD)

	
	
	Alarm in case of skimming device detection

	
	
	Terminal should be OUT-OF-SERVICE mode automatically, if skimming device is detected or out of order

	
	
	Anti-vandal slot with fireproof capability

	
	
	Electromagnetic Jamming Protection

	
	
	Anti-phishing module

	
	
	Tilt & vibration protection

	
	
	Jitter Function Enabled

	6
	Consumer operating interface
	Display size(Minimum 15 inch LED Display with touch screen)

	
	
	Functional display keys (FDK)

	
	
	Terminal should be capable to display graphic screen and video files in commonly available picture formats (MPEG, MP4, PCX, JPEG, BMP etc.)

	
	
	ATM should have Rear View Mirrors covering major area of the site which allow users to see what is happening behind to avoid shoulder surfing

	
	
	Indicators for input output module

	
	
	Cash Withdrawal

	
	
	Balance Inquiry 

	
	
	Fund Transfer (own & other bank)

	
	
	PIN Change 

	
	
	Utility Bill Payments 

	
	
	Fast Cash

	
	
	Mini Statement 

	
	
	Credit Card Bill Payment

	
	
	Mobile Number/contact details update

	
	
	Support Idle Screen / Advertising

	
	
	Card less transaction facilities

	
	
	Should support Both Bangla & English language

	7
	Encrypted PIN PAD (EPP) Features
	Encrypted PIN PAD

	
	
	PCI PTS certified EPP. On expiry of certificate, it should be replaced with valid certificate at no additional cost to the Bank

	
	
	Triple DES Complaint

	
	
	PIN PAD (metal)

	
	
	Temper pads

	
	
	Vandal resistant

	
	
	Forcible removal of EPP should bring the machine down resulting in loss of data stored in the EPP

	
	
	EPP Keypads to be PCI-PTS compliant with sealed metal keypad. PIN Pads shall be covered to prevent PIN disclosure via shoulder surfing. EPP should be designed so as to prevent overlaying of fake pin pad

	8
	Dispenser
	Notes dispense capacity per transaction

	
	
	Retract mechanism

	
	
	Total no. of cassettes

	
	
	Separate or single reject and retract compartment

	
	
	Cassette capacity

	
	
	OCR for note serial number recognition

	
	
	Currency (at least 4 denominations- BDT 1000, BDT 500, BDT 200, BDT 100)

	
	
	Cassette with key-lock. Key should be unique.

	9
	Receipt printer
	Receipt printer 

	
	
	Receipt paper bin

	
	
	Receipt paper roll details

	10
	Journal printer features
	Journal printer

	
	
	Electronic journal (EJ)

	
	
	Journal paper roll

	11
	Electronic journal log features
	Electronic journal (EJ) Log Enabled (ATM out of service when EJ not writing)

	
	
	EJ should be non-editable with encryption or with checksum or any other solution to prove the authenticity

	
	
	Support EJ pulling to remote server (Bank pulls real-time EJ through Switch)

	12
	Network communication features
	ATM must support TCP/IP and DNS

	
	
	Ethernet adapter

	
	
	Supported protocol

	13
	Safe lock features
	Certified Electronic/digital combination lock with necessary certificate

	
	
	Key lock. Keys should be unique in every ATM for upper part, front door & cassettes.

	14
	Security features
	UL 291/CEN L (CEN Level 1) safe or higher vault lock.

	
	
	Cash slot & portrait camera. Solution must be motion-sensitive and capable of capturing image of the person while doing transaction in the ATM. Camera should be suitably positioned to take image of the person even under extreme / difficult lighting conditions.

	
	
	The resolution of the camera should be sufficient enough to capture the quality image of the object for clear identification

	
	
	Solution should be integrated with Multi-Vendor ATM Software agent to facilitate the pulling the images & EJ centrally.

	
	
	Solution must be able to capture & stamp the transaction information (card number masked to comply with PCI-DSS) on the images.

	
	
	Consumer awareness mirror

	
	
	Capable of Remote Key Management - Triple DES/RSA, Certificate or Signature-based.

	
	
	ATM should be with in-built security features to trigger alarm in case of fire, hammering/tilting of the machine

	
	
	Support Account & PAN Number Masking (on receipt)

	
	
	PIN Shield

	
	
	Encrypted Dispenser Communication channel from the ATMC to XFS Layer

	
	
	Capability of encryption communication between terminal & host

	
	
	XFS Application Binding and Authorization to protect against XFS Layer Manipulation by malware

	
	
	Context Dispensing [CD] Standard business flow for checking, if any abnormal procedure occurs ATM will stop the transaction

	
	
	Capable to mitigate any identified vulnerabilities, PCI-DSS & regulatory compliance requirement immediately for both application & ATM hardware without any additional cost to the bank.

	
	
	HDD encryption capability

	
	
	File/registry access control

	15
	OS/Software/Application features
	Operating system(Windows 10 with OEM license and upgradable to next version without additional cost of bank)

	
	
	Support protocols

	
	
	Should support bank's installed anti-virus/other agents/tools without any additional cost

	
	
	Event log integration with SIEM(BBL Information Security application)

	
	
	PA-DSS Certification

	
	
	Capable to integrate with BBL Active Directory

	16
	Environmental Features
	Operating temperature(Capability to operate in the outdoor temperature)

	
	
	Power requirement to be mentioned

	17
	Physical Dimension
	Dimensions

	
	
	Weight 

	18
	Certification with host
	Offered brand and model must be certified with Bank host

	19
	Others
	Should provide hardware, software, Keyboard, Mouse etc. for day to day operations required by the custodian.

	
	
	Delivery time

	
	
	Warranty

	
	
	Life-time of the offered model(Minimum 8 years)

	20
	Voice Enable
	The ATM should be voice enabled and it should be capable of giving instructions through speakers so as to enable the customers to do transaction easily.

	21
	Biometric/QR based Authentication
	Optional Biometric & QR Based Authentication. On expiry of certificate of biometric certificate, it should be replaced with valid certificate at no additional cost to the bank

	22
	Contactless Card Reader
	Should provide necessary certificates/approvals from VISA, Master Card, Amex, Union Pay, CUP, DCI and JCB including TQM (PCD) certificates. On expiry of certificate, it should be replaced with valid certificate at no additional cost to the Bank.

	23
	Power
	Low Power consumption in operation as well as in idle condition.

	24
	Testing 
	Should provide test notes for ATM testing, at no additional cost to the Bank. The test notes will be used only for lab-testing purposes.

	25
	Training
	OEM training for Hardware and application for Bank’s designated employees.



	Technical Specification of Cash Recycler Machine

	
	
	

	Sl No
	Particular
	Details Specification

	1
	Company profile
	Company Strength(OEM)

	
	
	Company Strength(Local Vendor)

	
	
	Local vendor's experience in the relevant field

	
	
	Number of support engineers

	
	
	Number of Certified Engineers

	
	
	Number of live CRM(Global)

	
	
	Number of live CRM(Local)

	
	
	Number of Local bank deployed the offered brand

	
	
	Number of engineer(Outside Dhaka)

	
	
	Number of relevant service center(Outside Dhaka)

	2
	Features
	Brand

	
	
	Model

	
	
	Country of origin

	
	
	Country of manufacture

	
	
	Country of shipment

	
	
	Type

	
	
	Year of manufacture

	3
	PC Configuration
	Processor (Core i7, 3 GHz or higher)

	
	
	RAM (Minimum 8 GB, up-gradable)

	
	
	HDD (1 TB HDD or higher)

	
	
	Speaker

	4
	Card reader features
	Motorized card reader/writer (Integrated, motorized (both magnetic- 1, 2 and EMV level 1 &2). All certification and compliance for EMV.

	
	
	EMVCo Level 1 & 2 approved terminal application/kernel. On expiry of certificate, it should be replaced with valid certificate at no additional cost to the Bank.

	
	
	Card reader should be compatible to work with any valid EMVCo certified EMV Kernels

	
	
	Should provide necessary certificates/approvals from VISA, Master Card, Amex, Union Pay, CUP, DCI and JCB. On expiry of certificate, it should be replaced with valid certificate at no additional cost to the Bank.

	
	
	Card return on power failure (CROPF) support

	
	
	NFC technology Supported

	5
	Intelligent anti-skimming solution features
	Specially designed card entry slot to protect against attachment of skimming devices

	
	
	Fraudulent Device Detector (FDD)

	
	
	Alarm in case of skimming device detection

	
	
	Terminal should be OUT-OF-SERVICE mode automatically, if skimming device is detected or out of order

	
	
	Anti-vandal slot with fireproof capability

	
	
	Electromagnetic Jamming Protection

	
	
	Anti-phishing module

	
	
	Tilt & vibration protection

	
	
	Jitter Function Enabled

	6
	Consumer operating interface feature
	Display size(Minimum 15 inch LED Display with touch screen)

	
	
	Functional display keys (FDK)

	
	
	Terminal should be capable to display graphic screen and video files in commonly available picture formats (MPEG, MP4, PCX, JPEG, BMP etc.)

	
	
	Cash Recycler should have Rear View Mirrors covering major area of the site which allow users to see what is happening behind to avoid shoulder surfing

	
	
	Indicators for input output module

	
	
	Cash Withdrawal/Deposit

	
	
	Balance Inquiry 

	
	
	Fund Transfer (own & other bank)

	
	
	PIN Change 

	
	
	Utility Bill Payments 

	
	
	Cheque Deposit

	
	
	Fast Cash

	
	
	Mini Statement 

	
	
	Credit Card Bill Payment

	
	
	Mobile Number/contact details update

	
	
	Support Idle Screen / Advertising

	
	
	Card less transaction facilities

	
	
	Should support Both Bangla & English language

	7
	Encrypted PIN PAD (EPP) Features
	Encrypted PIN PAD

	
	
	Latest PCI PTS certified EPP. On expiry of certificate, it should be replaced with valid certificate at no additional cost to the Bank

	
	
	Triple DES Complaint

	
	
	PIN PAD (metal)

	
	
	Temper pads

	
	
	Vandal resistant

	
	
	Forcible removal of EPP should bring the machine down resulting in loss of data stored in the EPP

	
	
	EPP Keypads to be PCI-PTS compliant with sealed metal keypad. PIN Pads shall be covered to prevent PIN disclosure via shoulder surfing. EPP should be designed so as to prevent overlaying of fake pin pad

	8
	Cash recycler and currency cassette features
	Recycling deposit and dispense function

	
	
	Dispense/Deposit method

	
	
	Note capacity in the screw

	
	
	Retract mechanism

	
	
	Total no. of cassettes

	
	
	Separate or single reject and withdrawal/deposit retract compartment

	
	
	Cassette capacity

	
	
	Note serial number recognition and tracking with image for deposit and withdrawal

	
	
	In case of any transaction being timed out, the cash accepted by the Cash Recycler must not be delivered back to the depositor but rest in Reject / Retract bin for subsequent reconciliation by the Custodian

	
	
	The Cassettes should be configurable in the machine without any cost to the Bank

	
	
	Real-time Deposit
Machines need to be capable of detecting and authenticating all types of BD currency including BDT 10, BDT 20, BDT 50, BDT 100, BDT 200, BDT 500 & BDT 1000. Incorporation of new version of any denomination or new denomination should be incorporated without additional cost.

	
	
	Dispense capacity/Transaction

	
	
	Deposit capacity/Transaction

	
	
	Recycling 
Capacity of recycling note version of BDT 100, BDT 200, BDT 500 & BDT 1000 (Any additional note recycling should be free of cost to the bank).

	
	
	Recycler should have minimum 1 additional cassette for rejected notes, impounded/ counterfeit notes and retracted notes having at least one separate bin (compartment) for counterfeit notes.

	
	
	Cash Recycler must be capable of performing under extreme conditions. Temperature : Minus(-) 5 degree Celsius to +50 degree Celsius (Without Air Conditioner)

	
	
	Cassette with key-lock. Key should be unique

	9
	Receipt printer features
	Receipt printer 

	
	
	Receipt paper bin

	
	
	Receipt paper roll details

	
	
	Note serial number printing for deposit and withdrawal

	10
	Journal printer features
	Journal printer

	
	
	Electronic journal (EJ)

	
	
	Journal paper roll

	11
	Electronic journal log features
	Electronic journal (EJ) Log Enabled (CRM out of service when EJ not writing)

	
	
	EJ should be non-editable with encryption or with checksum or any other solution to prove the authenticity

	
	
	Support EJ pulling to remote server  (Bank pulls real-time EJ through Switch)

	12
	Network communication features
	Cash Recycler must support TCP/IP and DNS

	
	
	Ethernet adapter

	
	
	Supported protocol

	13
	Safe lock features
	Certified Electronic/digital combination lock with necessary certificate

	
	
	Key lock. Keys should be unique in Key lock. Keys should be unique in every CRM for upper part, front door & cassettes.

	14
	Security features
	UL 291/CEN L (CEN Level 1) safe or higher

	
	
	Cash slot & portrait camera. Solution must be motion-sensitive and capable of capturing image of the person while doing transaction in the Cash Recycler. Camera should be suitably positioned to take image of the person even under extreme / difficult lighting conditions.

	
	
	The resolution of the camera should be sufficient enough to capture the quality image of the object for clear identification

	
	
	Solution should be integrated with Multi-Vendor CRM Software agent to facilitate the pulling the images centrally.

	
	
	Solution must be able to capture & stamp the transaction information (card number masked to comply with PCI-DSS) on the images.

	
	
	Consumer awareness mirror

	
	
	Capable of Remote Key Management - Triple DES/RSA, Certificate or Signature-based.

	
	
	Encrypted Dispenser Communication channel from the ATMC to XFS Layer

	
	
	Capability of encryption communication between terminal & host

	
	
	XFS Application Binding and Authorization to protect against XFS Layer Manipulation by malware

	
	
	Context Dispensing [CD] Standard business flow for checking, if any abnormal procedure occurs CRM will stop the transaction

	
	
	Capable to mitigate any identified vulnerabilities, PCI-DSS & regulatory compliance requirement immediately for both application & CRM hardware without any additional cost to the bank.

	
	
	HDD encryption capability

	
	
	Cash Recycler should be with in-built security features to trigger alarm in case of fire, hammering/tilting of the machine

	
	
	Support Account & PAN Number Masking (on receipt)

	
	
	Fake & soiled note detection

	
	
	File/registry access control

	
	
	PIN Shield

	15
	OS/Software/Application features
	Operating system (Windows 10 with OEM license and upgradable to next version without additional cost to the bank.)

	
	
	Support protocols

	
	
	Event log integration with SIEM(BBL Information Security application)

	
	
	Should support bank's installed anti-virus/other agents/tools without any additional cost

	
	
	PCI-DSS/PA-DSS Certified

	
	
	Capable to integrate with BBL Active Directory

	16
	Environmental Features
	Operating temperature

	
	
	Power requirement to be mentioned

	17
	Physical Dimension
	Dimensions

	
	
	Weight 

	18
	Certification with host
	Offered brand and model must be certified with BBL host

	
	
	Physical note certification as per BB & regulatory compliance

	19
	Others
	Should provide hardware, software, Keyboard, Mouse etc. for day to day operations required by the custodian.

	
	
	Delivery time

	
	
	Warranty

	
	
	Life-time of the offered model(Minimum 8 years)

	20
	Voice Enable
	The CRM should be voice enabled and it should be capable of giving instructions through speakers so as to enable the customers to deposit Cash/withdraw easily.

	21
	Biometric/QR based Authentication
	Optional Biometric & QR Based Authentication. On expiry of certificate of biometric certificate, it should be replaced with valid certificate at no additional cost to the bank

	22
	Contactless Card Reader
	Should provide necessary certificates/approvals from VISA, Master Card, Amex, Union Pay, CUP, DCI, JCB including TQM (PCD) certificates. On expiry of certificate, it should be replaced with valid certificate at no additional cost to the Bank.

	23
	Power
	Low Power consumption in operation as well as in idle condition.

	24
	Testing 
	Should provide test notes & test firmware for recycler testing, at no additional cost to the Bank. The test notes & firmware will be used only for lab-testing purposes.

	25
	Training
	OEM training for Hardware and application for Bank’s designated employees.



Proposed SLA for Maintenance Service
Problem Resolution Matrix will be as follow:
	Type of Problem
	Resolution Time
	Remarks

	Simple (Metropolitan City)
	2 hours + Response Time
	Without replacement of any spare.

	Simple (Outside Metropolitan City)
	2 hours + Response Time
	Without replacement of any spare.

	Complex ( Metropolitan City )
	4 hours + Response Time
	With replacement of any spare.

	Complex ( Outside Metropolitan City )
	4 hours +  Response Time
	With replacement of any spare.



Penalty
Penalty will be imposed accordingly as per agreed terms & condition for any violation of SLA terms.

