IS Feedback:
1. Restriction should impose before sharing the static resource/files that this resource is not cloned by the visitor with introducing proper identification of the client engine.
2. Document Object Element should generate after loading the URL in the client side. So, the server engine can easily identify this request eater a BOT or a regular visitor.
3. We must ensure that this site is in the same origin policy.
4. Sound content security policy (CSP) is the cornerstone of safety in frontend applications. CSP is a standard that was introduced in browsers to detect and mitigate certain types of code injection attacks, including cross-site scripting (XSS) and clickjacking, SQL Injection. 
5. Disable iframe embedding to prevent clickjacking attacks from the site.
6. Must ensure the implementation of the Referrer-Policy of this site.
7. Don’t set innerHTML value based on the user input for preventing XSS injections.
8. Use Modern UI frameworks (React, Vue, Angular etc.) 
9. In case of Third-party services Integration (Google Analytics, Intercom, Mixpanel etc.), we must ensure strongest CSP policy. 
10. [bookmark: _GoBack]All static resources must be hosted in a dynamic link
11. Should have capability to protect against APT, Malware, Spam, Virus etc. 
12. Should have DDoS (Denial of Service) Protection 
13. Should have the capability to prevent Block brute force attacks 
14. Must have SSL security certificate installed 
15. Should be compliant with ISO 27018
16. Should comply with BB, Regulatory and BBL policy
17. Admin folders should be hidden 
Additionally, the below mentioned practices should be followed:  
· Run Regular Website Security Checks
· Make Sure Have a Backup and Recovery Plan
· Avoid file uploads/Prevent users from uploading files
